ABSTRACT
INTRODUCTION
In this paper we focus our studies to steganalysis of digital images in spatial domain employing LSB replacement steganography. Many methods (see [1] , [2] , [3] , [4] , [5] , [6] and [7] ) have been proposed in the literature for steganalysis of digital images. These methods give very accurate results on most of the images. However they give highly inaccurate or moderately inaccurate results on some images.
With the development of very accurate steganalysis techniques, methods have been proposed for increasing reliability of LSB steganography also. Fridrich et. al developed a general coding method called matrix embedding [8] that can be applied to most steganographic schemes for improving their steganographic security.
RSM [1] , SPM [2] , and LSM [3] are three of the most reliable quantitative steganalysis methods based on the probability of transitions due to LSB embedding. In general performance of SPM is better than RSM and that of LSM is better than SPM. However all these methods show moderately inaccurate results on some images and highly inaccurate results on some other images.
Attempts were made in estimating the error in various steganalysis methods. Ker derived error distribution in Least Square steganalysis [8] . He showed that error distribution of LSM has heavy tails indicating extreme outliers due to image specific properties.
Therefore when the steganalyst makes an estimation on the hidden message length, he is not able to attach a confidence level to the results. Our attempt is to improve the reliability of steganalysis by classifying images into highly accurate and highly inaccurate categories.
In this paper we present a simple image classification to identify a class of images that give accurate results and another class of images that give highly inaccurate steganalysis results. The method we propose is based on the statistical properties of the images which are invariant with embedding.
The rest of this paper is organized as follows: Section 2 explains the notations we use in this paper. Section 3 introduces the new method for image classification. Section 4 shows the experimental results we obtained. Section 5 is the conclusion. The precision of RSM is based on the assumption that [1] { } { }
NOTATIONS
The precision of SPM depends on following hypotheses [2] E{| X2m+1 |} = E{| Y2m+1 |} (2) or a more relaxed condition
LSM makes the hypothesis [3] that a small parity difference occur in natural signals for each m. Estimation errors occur when the hypotheses do not hold. 
Identification of images which give highly inaccurate results
As suggested in SPM, we analyse the transitions due to embedding, as follows. Image is considered as the set P. {C 0 , C 1 , ... In cover images, | X 2m+1 | ≈ | Y 2m+1 |, 0 ≤ m ≤ 2 b-1 -1 and with embedding the difference between | X 2m+1 | and | Y 2m+1 | increases and the difference is maximum at 100% embedding. In a cover image parity difference is negligible. Therefore a cover image, where the cardinalities of sub multi sets of a C m are equal, meet the following criteria.
The probability of transition from a sub multi set X to a sub multi set Y and that from Y to X are same. Therefore when a C m meet the criteria given in (4) or (5), the cardinalities of sub multi sets of that C m do not change with any amount of embedding. Such a C m does not help in estimating the length of embedding. If the image contains only such C m s, steganalysis is unreliable using RSM, LSM and SPM. Therefore by testing the criteria given in (6), we can identify images which yield inaccurate results for LSM, SPM and RSM. Thus the steganalyst is able to attach a confidence level to his results.
More precisely

RSM, LSM and SPM are unreliable if the conditions (4) or (5) hold good for all C
m , 0 ≤ m ≤ k(6)
Identification of images which give accurate results
The cardinalities of C m s in the image are important as the estimation is done based on the law of large numbers. As pointed out in [2] parity play a role in the accuracy of results. | C 0 | is involved in estimation using RSM, SPM and LSM. When | C 0 | is very large, the negative effect of parity is minimum. | C 0 | is an invariant with embedding. So an image, if | C 0 | is sufficiently large, gives reliable results. However image might give mild estimation error due to the effect of parity.
The images which meet the criteria in (6) will give highly inaccurate results by LSM, SPM and RSM. Hence an image which does not meet the criteria in (6) and for which | C 0 | is large, gives highly accurate estimated results. Thus the image classification we suggest involves finding | C 0 | and checking the criteria in (6).
More precisely
RSM, SPM and LSM are highly accurate if | C 0 | is large and does not meet condition in (6) (7)
The criteria given in (7) is an invariant with embedding, hence by testing the same on the stego image, we can predict results are going to be accurate or not. The prediction does not require knowledge about cover image.
Using the classification proposed we can detect images which give accurate results and images which give highly inaccurate results from the properties of stego images. Thus the novelty of the proposed classification is that it is done based on the statistics from the stego images alone. Since the classification is done using the statistics of the stego image, the steganalyst is able to add a confidence level also along with the results he gives.
EXPERIMENTAL RESULTS
We downloaded few hundred 24-bit color images which were originally stored as high-quality JPEG images. For our test purposes, we resized them to 800X600 pixels. Then we selected one hundred 24-bit color images meeting the condition (6). We created a series of stego images by embedding messages of length 0%, 3%, 5%, 10%, ...,100% into these images using random LSB replacement method. Then we estimated the hidden message length from these stego images using RSM, SPM and LSM, the three most accurate steganalysis methods in the literature.
The estimated message lengths using a sample cover image with α 30 = 0.00005 and β 30 = 0.0115 are given in table 1. In some cases RSM and SPM are not able to estimate message length as the determinant turns out to be negative. In all other cases all three methods show very high estimation error. The results are similar for all other images satisfying the criteria given in (6).
We selected one hundred images meeting the classification criteria (| C 0 | > 50%). We created a series of stego images by embedding messages of length 0%, 3%, 5%, 10%, ...,100% into these images using random LSB replacement method. We estimated the hidden message length from these stego images using RSM, SPM and LSM. The test results are given in table 2.
Thus it is very evident that by testing the above criteria which is an invariant with embedding, we can predict whether the results given by the three steganalysis methods are highly accurate or highly inaccurate. 
CONCLUSIONS
In this paper we discussed a method for classifying images for increasing the reliability of steganalysis methods on digital images in spatial domain employing LSB replacement steganography. The proposed classification is done based on certain properties of images which are invariant with embedding. Using the image classification proposed, the steganalyst can identify images that give accurate results and images which give highly inaccurate results without having any knowledge on cover images. Thus steganalyst can attach a confidence level to his results. Thus the image classification we proposed increases the reliability of staganalysis of digital images in spatial domain employing LSB replacement steganography. It also helps to choose images for more secure steganography. Influence of other factors like parity on accuracy of steganalysis results of images in spatial domain are to be investigated further.
